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IT Basic Training:
For Business Owners

The Secrets Information Technology Professionals Don’t Want You To Know
Introduction

Everywhere you go there are computers. You can’t escape them. It used to be that your business could run without computers but that day is long past. Computers are a necessity, whether we like it or not. Many business owners fear computers because of their complexity. This fear leaves these owners at the mercy of a self-proclaimed computer expert that can cause more harm than good.  Whether you like it or not, it’s your business and you have to educate yourself on the basics of information technology or you will stay at the mercy of your so-called computer expert.

Therefore, this paper is meant to give you a bit of ammunition against the technocracy. 

Overview of Technology Tools for Your Small Business 
Technology is not the answer to all small business problems. You must deal with employee theft, salaries, credit, insurance, customer relations, cash flow and more. But in all of these areas and others the proper implementation of technology can save you time and money and enable you to work more efficiently. Here are some must have, low cost tools for your business: 

Web Site 
This is a low cost and efficient means to give you 24/7 customer support, sales and communication, not just in your geographic area, but around the world. Your Web site can even be a tool of internal communication for your employees. The big hype of making tons of money "over the Internet" is a bit exaggerated, but your Web site can be an excellent communications and advertising tool -- which leads to indirect profits -- and even a direct money making tool if done properly.
Email 
Neater and cheaper than faxing, faster then FEDEX, more secure than the Post Office. Email is the premier tool for communications. For example, one of our client companies had telephone bills over $1,000; their bill for January of 2004 was $68.00. They actually communicate more frequently, but email has cut down on expensive faxing costs.
Local Area Network (If You Have More Than 1 PC) 
Increase productivity and communication within your company by networking all the computers in your office. With a network you only need one printer for 10 users, or one Internet connection for all; the days of a modem and printer at each PC are gone. Collaboration and communication within your office is vital, and if you always have to get up and share diskettes with others, you're wasting a portion of your day just walking from desk to desk. Even a small network of two or three computers requires maintaining. In order to decide whether your support provider is a good choice, you should assess their familiarity with the different types of computer network:

· Peer-to-Peer Network
In this type of network, no single machine is more important than any other machine. Each person decides which files will be shared with the network by setting permissions on a directory-by-directory basis, and each user may limit others in the workgroup from accessing portions of his or her hard drive. 

While a peer-to-peer network can get the job done, especially in a small business, the main drawback is the volume of passwords and privileges that reside on each machine. In addition, having users access information off another user's hard drive could slow down processing speed. This type of network is only recommended for low traffic offices.
· Server-based Network
A server-based network contains one or more computers that have a central management role in the network. Servers can control file storage, e-mail, printer access, Internet access, security management and backups. There are software packages available that allow you to set up a server-based network, such as Windows NT or UNIX. Ideally, a server should be a dedicated machine that is not used by any employee for any other purpose. 

For example, a server generally maintains a security database outlining who belongs to the network and what privileges each user has. Users can then access data from any networked machine, based on their individual passwords.

Servers can also allow you to centralize your data, simplifying access and backup. Another server option is an "applications server," which runs all the company software. This option can save money on software licensing agreements by limiting the number of people who can use a single package at any given moment.

One question to consider when using a server-based network is how fast you can access any backups of the server if the system crashes and you need to restore data.

Anti-Virus Software 
Viruses will attack your computer systems. The only question is will you fight back. Protect your data - in 2001 information is worth more than cash! An Anti-Virus program will alert you to a possible virus infection, and be able to get rid of the virus before significant damage occurs.
Back-Up System 
If your business catches fire, if your hard disk crashes, if your computer is stolen -- where will your data be? Across the border? In 10 feet of water? Back it up, store it off site and sleep soundly. A new customer recently lost over 1,000 files (email, contracts, etc.) none of which was backed up. Do you know what a headache it was to manually get back SOME of those files? Some businesses never recover all of their files and subsequently, go out of business.
Office Productivity Software
The key software applications of most businesses are a word processor, spread sheet, database, desktop publishing, and presentation software. These basic business programs will enable you to create, edit and manage information, publish your own brochures, make your own newsletter, and make exciting presentations.
Other must have software products include:
· Desktop Faxing:  If you must fax, at least stay at your desk, instead of walking to a fax machine. And don't print paper from your PC just to fax it. Fax right from your PC, it saves time and a few trees.
· Accounting Software:  Save time, reduce mistakes and see instantly what your money is doing. Some accountants will give you a discount if you provide your tax information in computerized format.
· Contact Management:  You used to rely on just a Rolodex but when you have now you can track thousands of clients, potential customers, partners and associates with software. Also you can keep a record of every conversation with clients to minimize mistakes.
Computer Hardware 

None of this software does any good if you don't have a good computer system. If your computer is old and not working efficiently then upgrade it or just buy a new one. An old computer that runs slower than your workers is more costly than upgrading or purchasing a new machine.
Technical Support
Where are you going to turn if you need technology help or advice? This is the million dollar questions for many small businesses.  In some cases, you might know someone that “knows computers.”  While this can help in a tight pinch, your best bet is to rely on computer industry professionals.  They can be more expensive than the kid next door but a reputable technology professional can save you much grief and aggravation in the future. Most business owners agree this is the most difficult aspect of technology; this paper will address the best practices for finding and hiring qualified technical support.
Who Should Provide Your Technical Support?
In deciding what kind of computer support your business requires, there are several issues to consider. For instance, how much "downtime" -- time when the computer does not function -- can your business handle? Also, how dependent do you want to be on an outside consultant, or even on just one in-house employee?  Essentially, your choices are:
Full-Time Computer Staff
Some small businesses may benefit from hiring a full-time employee to manage their information technology systems. Typically, one full-time, qualified employee can manage up to 50 computers. While salaries vary from location to location, on average a qualified network administrator can demand $63,000 a year!

(Source: http://www.mcpmag.com/salarysurveys/)
Computer Consultant
Most small businesses use the help of an outside computer consultant, who can provide a wide range of services. A consultant should be able to help you conduct a needs assessment, purchase equipment, install equipment, maintain equipment and train employees on the system. Be sure to select a consultant who meets your specific needs so you don't overpay for service you don't require!
Do-It-Yourself
Another option for small business owners is to do it themselves or find at least one person on their staff who is willing to learn about computers in addition to their other duties. The in-house liaison becomes the contact person for any outside consultants you might hire and also learns how to handle minor system problems for the company. There are numerous training products available -- books, videos, help screens -- which can help you develop in-house support. 
Small to medium-sized businesses should consider hiring computer consultants.  Full-time computer staff is only recommended if you have more than 50 computers that will require constant maintenance and support.  Otherwise, a full-time network administrator will cut too deeply into your profits.  As to doing it yourself, the majority of your time should be spent trying to find new customers and keeping your existing customers happy.  When will you have the time to learn computer system administration?  Therefore, the best overall solution is to contract a computer consultant. 

Finding the Right Computer Consultant 

Hiring a computer consultant can be a daunting task. Finding the right person to build and support your company's technology systems means trusting a stranger to keep your business running -- even when you don't understand exactly what they're doing. Unfortunately, you can’t tell whether a consultant has what it takes just by looking at their resume or educational background. 

Where to Look 
Technology changes quickly and when choosing a consultant there’s no substitute for a recent, relevant work record. Start with sources that have first-hand experience with computer consultants. Check with businesses similar to yours, professional organizations, the local Better Business Bureau or chamber of commerce, or even your accountant or attorney. 

A local computer dealer can also refer you to a consultant, although you should know that some vendors offer preferential treatment and discounts to consultants who distribute their products. This isn’t necessarily a drawback -- a consultant who maintains relationships with certain vendors might pass along discounts to clients. 

Some vendors, including Microsoft, Cisco and Sun, offer official certification programs for individuals and businesses. You should also ask whether a consultant belongs to a recognized professional organization, such as the Association of Computing Machinery (ACM) or the Institute of Electrical and Electronics Engineers (IEEE). Certified consultants may charge a bit more, but a reputable certification program gives you peace-of-mind -- you know that your consultant knows his business.
Some consultants will argue that these certifications only prove that you can pass an exam. If this is the case it is surprising how few people that take the exams actually pass. What it all boils down to is that these exams are a good way to measure the knowledge base of the consultant you are looking to hire. Understand that consultants with certifications will generally charge more money than those without.  

Some examples of industry recognized certifications are:

· Cisco Systems Certifications
· Cisco Certified Network Associates (CCNA): focus on basic networks; have the expertise to install, configure and operate basic Cisco-based networks.


· Cisco Certified Network Professionals (CCNP): have the expertise required to install, configure, operate and troubleshoot more complex Cisco-based networks that encompass LAN/WAN routing and LAN switching.


· Cisco Certified Internetwork Expert (CCIE): these are the undisputed heavyweights of the Cisco certifications; these individuals are experts in every aspect of advanced computer and telecommunications systems. People with this certification can command upwards of $1000 per hour!

(Source: http://www.cisco.com/warp/public/10/wwtraining/)


· Microsoft Corporation Certifications
· Microsoft Certified Professional (MCP): this certification is given to individuals that demonstrate proficiency in at least one Microsoft product. Generally, to earn this certification you are only required to pass one exam.


· Microsoft Certified Systems Engineer (MCSE): this credential certifies professionals who analyze the business requirements for system architecture, design solutions, deploy, install and configure architecture components and troubleshoot system problems. This is considered the main certification needed by small business network administrators based on Microsoft technology. In order to earn this certification, applicants are required to pass seven examinations!


· Microsoft Certified System Administrator (MCSA): this certification is for individuals who will maintain Microsoft-based networks. They are qualified to operate these networks but are not necessarily qualified to design, deploy or install these solutions. For this certification, candidates must pass four exams.


· Microsoft Certified Database Administrator (MCDBA): this credential is for individuals that have exhibited knowledge in operating with Microsoft database technology, in conjunction with Microsoft operating systems. These consultants should only be hired if your business requires the creation and maintenance of a complex database solution. Candidates are required to pass four exams.


· Microsoft Certified Partner: Recently Microsoft changed the name of their partner program from Microsoft Certified Solution Provide to Microsoft Certified Partner. To become a certified partner, Microsoft requires that a corporation hire not less than two Microsoft Certified Professionals. Within the certified partner program are varying levels of specialization based on the technology proficiencies of the assembled team. Certified partners are sent monthly updates of all Microsoft technology and provided with “insider” information regarding the marketing and promotion of Microsoft products. An individual cannot hold this certification.

What to Ask 
You should have a good sense of what you are asking of a support person before you begin discussions. If you want them to come in on a weekly basis and back up your data, be sure to describe that requirement completely.

When you interview a consultant, describe your needs as clearly as possible. In order to do this you need to have a clear idea of what you want. Tell a consultant that you need a more efficient network or a reliable multi-user accounting system -- don’t ask for specific hardware or a particular brand of software unless you have a clear reason to do so. Stay focused on your business goals, and let the consultant decide how best to meet them. This is your first test to make sure the consultant knows what he’s talking about.
That doesn’t mean you should ask only vague or general questions. Keep talking until you’re sure that the consultant understands exactly what your business does and how a technology solution will mesh with your business needs. Usually you should try to find a consultant that is familiar with your business and industry. This will make things easier on you.
If possible, interview more than one consultant before making a choice. Do they listen? Do they ask lots of questions about your situation and plans? Ask them to repeat their understanding of what you want. If the consultant does not ask you questions, be concerned! A good consultant will have dozens of questions, depending on the complexity of your needs. 

Though being on the cutting edge occasionally makes you bleed, good consultants recognize this as a necessary occupational hazard. Your consultant should show knowledge of the latest technologies.

Your consultant should also be well connected. No computer genius knows everything, and the really smart ones recognize, and share, the limits of their knowledge. For example, rather than ruin your web site, a good consultant will say, "I'm not an expert at Web page development, but I can bring in somebody who is."

Whatever you do, don't let them hide behind jargon or try to snow you with techno-babble! That's the best way to get stuck with a big bill later for things you don't need. Ask a consultant to explain a solution one step at a time -- if they can’t tell you want they want to do in clear, easy to understand language, find a consultant who can.

Finally, you can request that the consultant prepare a document outlining your business needs and his proposed solution. Some consultants will not prepare this for free, because he will have to design and present your technology solution. The fear is that you can then take this prepared solution elsewhere and get competing bids from his labor. Beware of consultants that do not offer free initial consultations!
Other important issues to discuss during an interview:

Flexibility and Availability:  For instance, can the consultant work remotely? How important a client will you be to them? How long will it take to respond to any trouble calls?

Honesty:  Do you trust your consultant? Many computer consultants prefer to work after-hours and on weekends to minimize disruptions to your business operations. As a result, you need to trust your provider and feel comfortable leaving him alone in your office. 

Privacy: Does the consultant offer a Non-Disclosure Agreement? You many not want your internal processes or network architecture discussed openly by your consultant. Ask the consultant if he has a standard NDA available.
Upgrade Philosophy:  Does the consultant insist on purchasing all new equipment, or is he able and willing to recycle computers by adding new components to existing machines? In some cases, consultants will push you to buy new equipment since this translates into bigger profits for them. Be sure to investigate all your options.
Documentation:  Will the consultant document changes in detail? Will you get a copy of this documentation? Many consultants don’t bother documenting their work. Documentation makes it much easier for others to maintain and upgrade their work. Insist on solid documentation!
Choice:  Does the consultant provide multiple solutions and explain the benefits of each choice? Is the consultant's knowledge up to date?

Software Support:  Choosing and maintaining software is one of the most important decisions in setting up your computer system. One important question for a consultant is their familiarity with off-the-shelf software packages (e.g., Microsoft Office, Quickbooks, WordPerfect). You also may wish to create a policy outlining "approved" software that can be installed on workstations and establish a process to get approval for other software. Many problems can be avoided by standardizing what resides on the workstations.

Off-the-Shelf Software Solutions:  Your goal is to standardize your software, so that all employees are using the same programs, as well as the same versions of a program. If possible, choose software from a single company (such as Corel or Microsoft) to achieve the best integration and lowest support costs. The main advantage to using off-the-shelf software packages is that your employees may already have the skills to use the program. 

Your business should have a central authority to decide which software best meets the company's needs and you should also provide the necessary training to teach employees how to use the chosen software. Most support providers will be familiar with the standard packages. Prepare a list of applications that you use before talking to consultants, and get their experience on each of them.

Proprietary Software Solutions:  Typically, proprietary software solutions are customized programs that specifically address your business's needs. However, customized software has a longer development cycle, may have more bugs than off-the-shelf software, requires more in-depth staff training, requires more specialized ongoing support and ultimately is more expensive. Finding technical support for such a system will require a different level of negotiation, and you should expect to invest significant time in training the support provider about the system's functionality. 

Internet Access Support: There are several options for connecting to the Internet that vary in terms of connection speed, availability and cost. To help you decide which option is best for your business, and how much time and money to spend on keeping the connection live, try to determine how your business will use Internet access.

Get information from your Internet Service Provider (ISP) before requesting quotes from various providers of network support. Make sure that anyone you choose for computer and network support has a solid understanding of the Internet connection that you are using.

Also consider how they will be able to help you upgrade your internet connection in the future. You need to be confident that your support staff/person can keep providing you effective support as your business grows.

Some additional questions you can ask a potential consultant: 

· Will they provide training for your staff?

· Do they have established relationships with manufacturers to purchase equipment?

· What kind of service warranty do they provide?

· How many other clients do they have?

· Do they provide secure off-site back-up storage?

Feel free to ask as many questions as you like. Remember, it’s your money! Make sure you are getting every penny’s worth from the consultant you hire.

Alright, So What Is This Going To Cost Me?

Consulting fees vary quite a bit depending on what a consultant does and how long it takes. Some consultants may try to use very complicated rate structures. Generally speaking, however, most consultants charge either by the hour, the day, or they will quote a flat fee for an entire project.

Rates generally increase for faster response times or 24-hour availability. Other consultants require a long-term contract, which formalizes the agreement and may include service guarantees.

Beware of hiring by the hour.  Some consultants have a magnificent ability to appear as if they are working diligently while they are actually bleeding you dry. As a rule, flat fee contracts are best because they guarantee no surprise expenses later down the line.
I’ve Hired The Perfect Consultant. Now What?
Once the consultant starts your job, focus on keeping the project on course and on budget. Work with the consultant to break down the project into distinct steps, each with its own goal. If you have hired the consultant on an hourly basis be sure to include target dates for each step. This will give you ample warning if the project schedule slips or incurs extra costs. If the consultant buys hardware or software for you, make sure that you’re covered if products don’t work, aren’t right for the job or don’t arrive on time. Get the manufacturer’s warranty paperwork for all new equipment!
Think about what you’ll need when the project is done. If a consultant sets up a network or installs new software, how will you handle maintenance and training? Some consultants offer long-term support deals, while others subcontract maintenance and training to other consultants. Ask about service and support before you hire the consultant, and if possible negotiate a service agreement as part of the consulting agreement. If the consultant sees that you are interested in being a long term client, they might drop their price.
Beware of These Common Traps!

Veterans of the computer industry say that businesses commonly fall into one of these five costly traps when hiring a computer consultant. Let's see what they are, and how you can avoid them. 

Trap 1: Selecting a Consultant without People Skills 

Your computer consultant must have skills that go beyond the technical, into the realm of communications and training. In your interviews with consultants, find out which ones exhibit a real interest in solving the problems of your staff. Avoid the consultant who shows resentment at speaking with your staff. You'll have problems down the road when they need technical assistance.
Consultants with an attitude can create havoc with your business. They will try to control how you run your business, or they will do something and not tell you what they have done. Then when something goes wrong you are forced to run them down and find them.
Trap 2: Selecting a Consultant without Expertise 

Knowing computers is one thing. Knowing the particular area of data processing necessary to solve your business problems is quite another. The interaction of software, hardware, networks and operating systems has become so complex that a lot of times you know you have a problem but you don't know in what part of your system the solution lays. All the more reason to take more time laying the groundwork with interviews. You need to find someone with the right set of skills to address your business problems. 

Trap 3: Letting the Consultant Take Control 

Give specific instructions. Establish check points with clearly stated goals. Follow those rules, and you will avoid a common trap: giving the consultant too much free rein. Unchecked, the consultant will likely develop a “solution” that does not solve your business problems.
The first step is to plan out what you need before interviewing consultants. Get the big picture. Then fill it in, one small job at a time. Many managers resist taking time out of their day to figure this out. When you understand what your problem is, you can better explain it to the consultant. Set out what you want in plain English. Say what you want to accomplish and let the consultant translate it into what the software can do. Although something will be lost in the translation, your goal is to keep surprises to a minimum. 
Trap 4: Agreeing to Begin Work without a Contract

The last thing you want to do is go into a business arrangement with a consultant that will be installing your computer systems without an agreed contract. “Contracts are the best way to avoid misunderstandings,” says Wendy Wallberg of Wallberg & Renzy, P.A. “A contract serves to minimize the risk to both parties. But be careful. If your consultant presents you with a contract full of legalese you better contact your attorney.” 
In general, a good contract for IT consultant services does not have to be long or cumbersome.  These contracts should spell out the services that the consultant will provide and the agreed upon fee.  If there is anything missing, be sure to get it added into the contract before you sign.

You want to avoid coming to the end of the project and being disappointed. You may say, “it doesn't do X, which is critical,” and the consultant will say, “when did we talk about it doing X?”
Trap 5: Be Sure You Trust Your Consultant
If you follow the guidance in this article you will go a long way toward sidestepping the most common and costly traps when hiring a computer consultant. But there is one final hurdle to overcome: Don't forget that the computer consultant has access to your company data. Can you trust this person? 

“Most horror stories derive from a breach in one of two kinds of trust," says Wallberg. "The first is ability and the second is attitude." 

An untrustworthy person can create havoc with your business. Don't hire any consultant you can't trust as a human being.
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